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New Course Proposal - Computer Science Curriculum

Part Il. Description of Curriculum Change

1. Syllabus of Record

I.  Catalog Description

COSC 454 Information Assurance Administration 3¢-01-3cr

Prerequisite: COSC 316 or permission of instructor

This course explores the various issues pertinent to maintaining acceptable levels of Information Security within
organizations. It addresses issues involved in administering and managing information security systems. The course is
intended to raise awareness of information security issues across organizations.

11. Course Objectives

Upon completing the course, the student will be able to:
o formulate information assurance system security management plans.
¢ understand the importance of the need for managing information assurance systems.
¢ ensure that an information assurance systems will operate at its proposed level of trust.
e able to analyze and judge information for validity and reliability.

111. Course Outline

A. Fundamentals of Information Security 3 hours
1. Overview of information security
2. Challenge and importance of information security
3. Exploration of the terminology used in information security.
4. Common information security careers.
5. Importance of systems management in information security and information assurance.

B. Effectiveness of Information Security 4 hours
1. Identification of personnel responsible for information security.
2. Security principles.
3. Examination of effective authentication methods, control of access to systems.
4. Auditing information security schemes.

C. Attacks and Attackers 6 hours
. Basic attacks on systems

. Developing attack profiles

. Importance of threats and attacks on the system.

. Environmental and natural threats.

. Intentional and unintentional human threats.

. Issues on theft avoidance

. Organizational threats, threat analysis, and threat assessment
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D. Vulnerability Assessment and Risk Management

1. Vulnerability and the importance of vulnerability analysis.

2. Host versus network vulnerability

3. Vulnerability appraisal

4. Cost/benefit analysis of information assurance
5. Risk assessment and risk management

6. Role of documentation in reducing risk

7. Residual risk and the risk acceptance process

E. Mid-Term Exam

F. Protection and Countermeasures to Security Breaches

1. Role of education, training, and awareness as countermeasures

2. Procedurals and administrative countermeasures
3. Automated countermeasures and deterrents

4. Use of tunneling protocols, authentication technologies, and secure transmission protocols,

VPNss, etc. as protection mechanisms.

G. Security Policies and Procedures
1. Developing security policies
2. Role of licensing and copyright protection
3. The need for criminal prosecution
4. Due diligence
5. Evidence collection and preservation.

H. Issues in Security Assessment
1. Business and enterprise benefits
2. Security assessment tools
3. Security and web services
4. Remote maintenance services

I. The Security Management Cycle
1. Planning
2. Protection
3. Responding
4. Testing

J. Issues in Disaster Recovery
1. Planning for business continuity
2. Securing the physical environment
3. Creating a disaster recovery plan
4. Identifying secure recovery
5. Protecting backups

6 hours

1 hour

4 hours

6 hours

6 hours

3 hours

3 hours

Total
Final

1V. Evaluation Methods
Evaluation: Exams: 3 (including final)

Projects: 5-6
Quizzes, Homework, and Lab Exercises:

50%
35%
15%

42 hours
2 hours
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Grading Scale: The standard grading scale will be used.
90-100% : A; 80-89% : B; 70-79% : C; 60-69% : D; below 60% : F.

Attendance policy: The attendance policy will conform to the University wide attendance criteria.

V. Textbook(s)

1. Professor notes and reading materials.
2. Mark Ciampa, Security guide to Network Security, Second Edition, Thompson Course Technology, Boston, MA, 2005.

VI. Special Resource Requirements

None.
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2. Course Analysis Questionnaire

A.

Al

A2

A3

A4

A5

A6

A7

Bl.

B2.

B3.

ClL

C2

C3

C4

Cs

Details of the Course

This course will be an upper level elective and available to all interested students who meet the
requirement.

This course does not affect any other course.
This course has been previously offered two times as COSC481 in the spring of 2010 and spring 2011.
This course is not dual listed.
This course is not to be taken for variable credit.
Similar courses are offered at these institutions:
Murray College, lllinois
Oregon Institute of Technology, Oregon
Sonoma State University, California
Vrije Universiteit, Amsterdam, The Netherlands
This course is highly recommended by the National Security Agency (NSA). The offering of this course
will help towards the NSA reaccreditation process for the Institute of Information Assurance education.
The course is required to grant NIST 4012 certification.
Interdisciplinary Implications
This course will be taught by one instructor.
The content of this course does not overlap with any other at the University.
This course is not cross-listed.

Implementation

No new faculty member will be hired to teach this course. This course will be included in the normal
rotation of upper-level electives for majors.

. The current classroom and laboratory space available on campus are sufficient for this course.
. No grant funds are necessary to provide supplementary materials.
This course will be offered on an as needed basis.

. One section will be offered at a time.
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C6 The enrollment in this course will be limited to the number of computers available in our teaching lab.
C7. No professional society recommends enrollment limits or parameters for this course.

C8. This course does not involve the use of distance education.

D. Miscellaneous

No additional information is necessary



